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In May of2009, an audit of Denver Water's business continuity plans (BCP) and computer I 
information recovery capabilities was conducted by The Business Risk Management Group LLC. In 
short, the audit identified significant deficiencies in our ability to continue doing business and recover 
critical information should our computer and communication systems become compromised. 

Following the 2009 audit, a framework for developing a business continuity plan (i.e. the plan for 
restoring ongoing business operations and recovering computer I information during a disaster) was 
created. However, business continuity planning has not progressed significantly since then. The 
current objective is to align the BCP with the new Denver Water Strategic Plan and incorporate it into 
the new Enterprise Risk Management program. 

Also, since the 2009 audit, various computer I information recovery advancements have been made 
including: 

• Additional high speed network interconnections among Denver Water facilities and the internet 
• Alternative telephone service 
• Recovery of computer I information supporting limited customer service & billing, work 

plarming and execution, mapping, financial and human resources functionality 

The next step of the BCP calls for a Business Impact Analysis phase which will prioritize all critical 
business processes, identify supporting systems and establish recovery time objectives for each. 
Depending on the identified priorities, recovery time objectives may range from very fast (seconds, 
minutes, hours) to days, weeks, or longer. There is significant work still to be done to complete the 
business continuity plan, and implement additional computer I information recovery capabilities 
required to meet the BCP recovery time objectives. 

Until the Business Impact Analysis phase of the BCP has established the recovery time objectives, 
further computer / information recovery capabilities will be implemented this year to satisfy a 
minimum recovery time objective of thirty days in the event that the majority of IT based systems and 
communications are disrupted at the Westside Campus. The 2011 plan to implement these capabilities 
has a cost estimate and budget of $645,000, inclusive of one (1) contracted staff member, one (1) FTE 
regular employee, and additional supporting infrastructure hardware & software. Beverly Scott, of 
Sands Enterprises, Inc. has been the lead analyst on these initiatives since 2009. This contract 
extension will enable Beverly Scott to continue to focus on computer I information recovery 
capabilities over the next twelve months at the current billing rate of$85.00/hour. Funding for this 
contract extension is included in the IT Disaster Recovery project budget (MPC 4IT0011). 
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It should be noted that the cost and timing to develop a comprehensive business continuity plan, and 
implement the associated (post 2011) computer / information recovery capabilities are estimated at 
$2,000,000 - $4,000,000 in the 2012 - 2014 timeframe. This estimate will be refined once the business 
impact analysis phase of the BCP has prioritized the critical business processes and established the 
recovery time objectives. There is a direct correlation between recovery time objectives and costs. 
The more aggressive the recovery time objectives, the higher the computer / information recovery 
costs. 

Recommendation: 
It is recommended the Board approve this contract extension with Sands Enterprises, Inc., for the 
services of Beverly Scott for an additional twelve months, for an additional amount not to exceed 
$170,000. This extension will bring the total contract amount with Sands Enterprises, Inc. to a total of 
$340,000. 

Approvals: 

Chris Dermody, 
Director ofInformation Technology 

See attached IT Division organization chart ... 
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