DENVER BOARD OF WATER COMMISSIONERS

Meeting Date: January 14, 2015 Board Item: II-A-4

Annual Maintenance & Support Fees for
Internet Firewalls and Laptop Encryption
Contract # 07307A

I Action by Consent o Action o Information

Denver Water purchases annual maintenance and support services for its CheckPoint internet firewall
systems and laptop encryption software from Dirsec Inc., a reseller of CheckPoint products and
services. Annual renewal of this subscription provides ongoing firewall security for networks
connecting to the primary-datacenter, alternate-datacenter and 54 Industrial Control System
(ICS/SCADA) sub-networks. This subscription also provides support for full-disk encryption for all
Denver Water laptops.

Additional authorized funds of $110,918.25 are required for 2015 annual maintenance and support
services. These funds are included in the 2015 IT Security Budget. (MPC: 4JN0002)

Recommendation:

It is recommended that the Board approve additional contract funding of $110,918.25 for contract
07307A with Dirsec Inc., resulting in a total contract amount of $667,328.25.

Approvals: Respectfully submitted,
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